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General Services Administration (GSA)
Federal Acquisition Service

Authorized Federal Supply Schedule Price List

On-line access to contract ordering information, terms and conditions, up-to-date pricing,
and the option to create an electronic delivery order are available through GSA Advantage!®, a menu-driven
database system. The INTERNET address GSAAdvantage!® is: GSA Advantage.gov.

Multiple Award Schedule (MAS)

Contractor The LDM Group
137 National Plaza
Suite 300

Oxon Hill, MD 20745
Phone: 800-871-0661
FAX: 866-730-8009

www.ldm-grp.com

Contract Number 47QTCA19D006E
DUNS Number 013769638
Contract Period February 25, 2019 — February 24, 2024
Business Size Small Business
WOSB
SVDB
Internet Address www.ldm-grp.com
FSC Group Information Technology
FSC Class: DAO1
1a. Table of awarded special item number(s) with appropriate cross-reference to item

descriptions and awarded price(s).

SIN Description

541518 Information Technology Professional Services
OLM Order-Level Materials

1b. Identification of the lowest priced model number and lowest unit price for that model
for each special item number awarded in the contract. This price is the Government
price based on a unit of one, exclusive of any quantity/dollar volume, prompt payment,
or any other concession affecting price. Those contracts that have unit prices based on
the geographic location of the customer, should show the range of the lowest price, and
cite the areas to which the prices apply. Please see Net GSA Rate table on page 8.

1c. If the Contractor is proposing hourly rates, a description of all corresponding
commercial job titles, experience, functional responsibility and education for those types
of employees or subcontractors who will perform services shall be provided. If hourly
rates are not applicable, indicate “Not applicable” for this item. Please see Pages 4
through 7.
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10.a

10.b

10.c

10.d

11.

12.a

12.b

13.

14.

15.

16.

17.

Maximum Order: For SIN 541518 = $500,000.00; For SIN OLM = $250,000.00
Minimum Order: $100.00

Geographic Coverage (Delivery Area: 50 United States; District of Columbia; Puerto Rico
Point(s) of production (city, county, and State or foreign country). Not Applicable
Discount from list prices or statement of net price. Net prices set forth above.

Quantity discounts. None

Prompt payment terms. Net 30

Foreign items (list items by country of origin). None.

Time of delivery. (Contractor insert number of days.) As negotiated with ordering agency
and the contractor. 11b. Expedited Delivery. As negotiated with ordering agency and the
contractor.

Expedited Delivery. Items available for expedited delivery are noted in this price list:
Negotiated at the task order level

Overnight and 2-day delivery: Negotiated at the task order level

Urgent Requirements: Negotiated at the task order level

F.O.B. point(s): Destination

Ordering address(es): Same as Contractor Addres

Ordering Procedures: For supplies and services, the ordering procedures, information on
Blanket Purchase Agreements (BPA’s) are found in Federal Acquisition Regulation (FAR)
8.405-3.

Payment address(es): Same as Contractor Address

Warranty provision: Not appliable

Export packing charges, if applicable: Not applicable

Terms and conditions of rental, maintenance, and repair (if applicable): Not Applicable

Terms and conditions of installation (if applicable): Not Applicable
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18a.

18b.

19.

20.

21.

22a.

22b.

23.

24,

Terms and conditions of repair parts indicating date of parts price lists and any
discounts from list prices (if applicable): Not Applicable

Terms and conditions for any other services (if applicable): Not Applicable
List of service and distribution points (if applicable): Not Applicable

List of participating dealers (if applicable): Not Applicable

Preventive maintenance (if applicable): Not Applicable

Special attributes such as environmental attributes (e.g., recycled content, energy
efficiency, and/or reduced pollutants): Not Applicable

If applicable, indicate that Section 508 compliance information is available on Electronic
and Information Technology (EIT) supplies and services and show where full details can
be found (e.g. contractor’s website or other location.) The EIT standards can be found
at: www.Section508.gov/: Not Applicable.

Data Universal Number System (DUNS) number: 013769638 and CAGE: 4B7G4
Notification regarding registration in System for Award Management (SAM) database.

Contractor registered and active in SAM: System for Award Management (SAM)
registration is active and valid.

3|Page


http://www.section508.gov/

THE

% LDM

GROUP

Labor Category Descriptions

TITLE

DESCRIPTION

YEARS
OF EXP

DEGREE REQUIRED

Program
Manager

Responsible for the performance of a relatively
significant program or multiple smaller programs in
accordance with contract requirements and company
policies, procedures and guidelines. Oversees the
technology development and/or application, marketing,
and resource allocation within program client base.
Program area typically represents more than three
functional areas such as engineering, systems analysis,
quality control and administration. Responsible for
acquiring follow-on business associated with assigned
programs and for supporting new business development
by leading proposals

8

Bachelor’s Degree or
equivalent or additional
years of experience and/or
technical certification (PMP)

Project
Manager

Responsible for the performance of relatively small
technical projects or a definable portion of a larger
technical program in accordance with contract
requirements and company policies, procedures and
guidelines. Directs and supervises all support resources
for the performance of project assignments and
activities. Manages the technical direction of a project
through the design, implementation, and testing in
accordance with project objectives. Responsible for
acquiring follow-on business associated with assigned
projects and for supporting new business development
by leading relatively small proposals or assisting with
major proposals.

Bachelor’s Degree or
equivalent or additional
years of experience and/or
technical certification

Subject
Matter
Expert
(SME)

Manages extensive evaluations of major information
security networks, prepares evaluation reports, presents
recommendations. Conducts trade off analyses of
products for clients to determine optimal informant
security solutions. Provides consulting services on a
wide variety of information assurance topics. Prepares
remedial options and supervise correction of
information security shortfalls. Works independently in
expert role at customer site

Bachelor’s degree in
Computer Science or a
related field or additional
years of experience and
technical certification

Sr. Security
Analyst

Manages the company's firewalls and intrusion
detection systems. Develops, tests, and operates
firewalls, intrusion detection systems, enterprise anti-
virus systems and software deployment tools.
Safeguards the network against unauthorized
infiltration, modification, destruction or disclosure.
May research, evaluate, test, recommends communicate
and implement new security software or devices.
Implements, enforces, communicates and develops
security policies or plans for data, software
applications, hardware, and telecommunications.
Provides information to management regarding the
negative impact caused by theft, destruction, alteration
or denial of access to information. Provides
recommendations on information assurance engineering
standards, implementation dependencies, and changing
information assurance related technologies. Manages
the company's firewalls and intrusion detection
systems. Develops, tests, and operates firewalls,

Bachelor’s degree in
Computer Science or a
related field or additional
years of experience and
technical certification
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YEARS
OF EXP

DEGREE REQUIRED

intrusion detection systems, enterprise anti-virus
systems and software deployment tools. Safeguards the
network against unauthorized infiltration, modification,
destruction or disclosure. Researches, evaluates, tests,
recommends communicate and implement new security
software or devices. Implements, enforces,
communicates and develops security policies or plans
for data, software applications, hardware, and
telecommunications. Provides information to
management on the negative impact caused by theft,
destruction, alteration or denial of access to
information. Provides recommendations on information
assurance engineering standards, implementation
dependencies, and changing information assurance
related technologies. May supervise lower level staff

Security
Analyst

Knowledge and experience with information network
security equipment. Understanding of information
network threats such as computer viruses. Tests and
operates firewalls, intrusion detection systems,
enterprise anti-virus systems and software deployment
tools. Safeguards the network against unauthorized
infiltration, modification, destruction or disclosure.
May research, evaluate, test, recommends communicate
and implement new security software or devices.
Implements, enforces, communicates and develops
security policies or plans for data, software
applications, hardware, and telecommunications.
Provides information to management regarding the
negative impact caused by theft, destruction, alteration
or denial of access to information. Provides
recommendations on information assurance engineering
standards, implementation dependencies, and changing
information assurance related technologies.

Bachelor’s degree in
Computer Science or a
related field or additional
years of experience and
technical certification

Jr. Security
Analyst

Knowledge of information system administration and
information network software/hardware including
firewalls and intrusion detection systems. Basic
familiarity with information security procedures.
Safeguards network against unauthorized infiltration,
modification, destruction or disclosure. May research,
evaluate, test, reccommends communicate and
implement new security software or devices.
Implements, enforces, communicates and develops
security policies or plans for data, software
applications, hardware, and telecommunications.
Provides information to management regarding the
negative impact caused by theft, destruction, alteration
or denial of access to information

Bachelor’s degree in
Computer Science or a
related field or additional
years of experience and
technical certification

Principal
Security
Engineer

Defines, plans, designs, and evaluates information
security systems. Assesses architecture and current
hardware limitations, defines and designs system
specifications, input/output processes and working
parameters for hardware/software compatibility.
Performs a variety of complex tasks associated with
information security ranging from the design of
security components to complex architectures.
Supervises the work of other engineers performing a
variety of information security tasks. Capable of
independent program supervision

Bachelor’s degree in
Computer Science or a
related field or additional
years of experience and
technical certification

Sr. IT
Security

Experience should include independent assessment
overview of the implementation of the policy and

Bachelor’s degree in
Computer Science or a
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vulnerability assessments/penetration tests of
information systems. Researches and maintains
proficiency in tools, techniques, countermeasures, and
trends in computer network vulnerabilities, data hiding
and network security and encryption. Assists in
deterring, identifying, monitoring, investigating and
analyzing computer network intrusions

TITLE DESCRIPTION YEARS DEGREE REQUIRED
OF EXP
Engineer procedures associated with the enterprise system related field or additional
software, security on Windows and UNIX/Linux years of experience and
servers, and the analysis of security vulnerabilities technical certification
identifying recommendations for the remedy of the
particular environment. Experience in developing and
implementing policies, standards and guidelines
covering data security, disaster recovery, continuity of
operations, and contingency planning
IT Security Experience should include performing research on 3 Bachelor’s degree in
Engineer system vulnerabilities, assisting developers in the Computer Science or a
design of secure applications, conducting system related field or High School
penetration studies, acquiring and implementing Diploma/GED and technical
computer security incident response tools, monitoring training in information
networks to detect intrusions, briefing management and systems security, additional
security personnel on the incidents, and using years of experience and/or
automated tools to perform network monitoring, technical certification
intrusion detection, and reaction to incidents.
Experience should also include security
hardware/software integration as well as a strong
background in network security design or development
Jr. Security General experience with network operations and 1 Bachelor’s degree in
Engineer security. Able to read and interpret logs from anti-virus Computer Science or a
software, intrusion detection software, and server related field or High School
operating system logs Diploma/GED and technical
training in information
systems security, additional
years of experience and/or
technical certification
Principal Provides knowledge in Computer and network 7 Requires Bachelor’s degree
Computer vulnerability testing/penetration techniques; Tool and/or seven to nine years of
Forensics development for computer and network forensics and related experience with a
Analyst vulnerability testing. Provides computer forensic minimum of four years’
support to high technology investigations in the form of experience in one or more of
evidence seizure, computer forensic analysis, and data the following: computer
recovery. Conducts vulnerability network penetration testing
assessments/penetration tests of information systems. and techniques; computer
Researches and maintains proficiency in tools, evidence seizure, computer
techniques, countermeasures, and trends in computer forensic analysis, and data
and network vulnerabilities, data hiding and encryption. recovery; computer intrusion
Develop tools, techniques, training and analysis and incident
countermeasures for computer and network response, intrusion detection;
vulnerabilities, data hiding and encryption. Deter, computer network
identify, monitor and investigate computer and network surveillance/monitoring;
intrusions. Provides expert knowledge in computer and network protocols, network
network forensics. Conducts vulnerability assessments. devices, multiple operating
Researches and maintains proficiency in tools, systems, and secure
techniques, countermeasures, and trends in computer architectures. Ability to
and network vulnerabilities. Identify, deter, monitor obtain a security clearance
and investigate computer and network intrusions.
Sr. Provides computer forensic and intrusion support to 5 Requires Bachelor’s degree
Computer high technology investigations in the form of computer or equivalent and/or five to
Forensics evidence seizure, computer forensic analysis, data seven years of related
Analyst recovery, and network assessments. Conducts experience with a minimum

of six months experience in
one or more of the following:
computer network
penetration testing and
techniques; computer
evidence seizure, computer
forensic analysis, and data
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manuals, procedures and specifications. Ensures
technical documentation is accurate, complete, meets
editorial and government specifications and adheres to
standards for quality, graphics, coverage, format, and
style. Assists in establishing style guidelines and
standards for texts and illustrations or equivalent

TITLE DESCRIPTION YEARS DEGREE REQUIRED
OF EXP
recovery; computer intrusion
analysis and incident
response, intrusion detection;
computer network
surveillance/monitoring;
network protocols, network
devices, multiple operating
systems, and secure
architectures. Ability to
obtain a security clearance
Computer Assists in providing computer forensic and intrusion 2 Bachelor’s degree or
Forensics support to high technology investigations in the form of equivalent and/or two to four
Analyst computer evidence seizure, computer forensic analysis, years of related experience
data recovery, and network assessments. Assists in with a minimum of six
conduct vulnerability assessments/penetration tests of months experience in one or
information systems. Researches and maintains more of the following:
proficiency in tools, techniques, countermeasures, and computer network
trends in computer network vulnerabilities, data hiding penetration
and network security and encryption. Assists in testing/techniques; computer
deterring, identifying, monitoring, investigating and evidence seizure, computer
analyzing computer network intrusions. forensic analysis, data
recovery; computer intrusion
analysis/incident response,
intrusion detection; computer
network
surveillance/monitoring;
network protocols, network
devices, multiple operating
systems, and secure
architectures. Ability to
obtain a security clearance.
Jr. Computer | Assists in providing computer forensic and intrusion 1 Bachelor’s degree in
Forensics support to high technology investigations in the form of Computer Science or a
Analyst computer evidence seizure, computer forensic analysis, related field or High School
data recovery, and network assessments. Assists in Diploma/GED and technical
conduct vulnerability assessments/penetration tests of training or six months
information systems. Researches and maintains experience in one or more of
proficiency in tools, techniques, countermeasures, and the following: computer
trends in computer network vulnerabilities, data hiding network penetration
and network security and encryption. Assists in testing/techniques; computer
deterring, identifying, monitoring, investigating and evidence seizure, computer
analyzing computer network intrusions forensic analysis, data
recovery; computer intrusion
analysis/incident response,
intrusion detection; computer
network
surveillance/monitoring;
network protocols, network
devices, multiple operating
systems, and secure
architectures. Ability to
obtain a security clearance
Technical Researches, writes, edits, and proofreads technical data | 2 Bachelor’s degree in
Writer for use in documents or sections of documents such as Computer Science or a

related field or additional
years of experience and
technical certification
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Labor Category Rates:
NET GSA RATES (includes IFF)
Year 1 Year 2 Year 3 Year 4 Year 5
02/25/2019 | 02/25/20020 | 02/25/2021
Labor Category - - - 02/25/2022 - 02/25/2023 -
02/24/2020 | 02/24/2021 | 02/24/2022 02/24/2023 02/24/2024

Program Manager $167.32 $172.34 $177.51 $182.84 $188.32
Project Manager $142.59 $146.87 $151.27 $155.81 $160.49
Subject Matter Expert $148.32

(SME) $152.77 $157.35 $162.07 $166.94
Sr. Security Analyst $128.78 $132.64 $136.62 $140.72 $144.94
Security Analyst $118.45 $122.00 $125.66 $129.43 $133.32
Jr. Security Analyst $95.76 $98.63 $101.59 $104.64 $107.78
Principal Security Engineer $124.46 $128.19 $132.04 $136.00 $140.08
Sr. IT Security Engineer $104.94 $108.09 $111.33 $114.67 $118.11
IT Security Engineer $87.81 $90.44 $93.16 $95.95 $98.83
Jr. Security Engineer $77.88 $80.22 $82.62 $85.10 $87.65
Principal Computer $172.70

Forensics Analyst ' $177.88 $183.22 $188.71 $194.38
Sr. Computer Forensics $150.29

Analyst ) $154.80 $159.44 $164.23 $169.15
Computer Forensics Analyst $125.93 $129.71 $133.60 $137.61 $141.74
Jr. Computer Forensics $105.65

Analyst $108.82 $112.08 $115.45 $118.91
Technical Writer $68.56 $70.62 $72.74 $74.92 $77.16
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